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Translated from English (en).
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Introduction

Artificial intelligence (Al) systems have the potential to bring about incremental
changes and achieve new levels of performance and capabilities in areas such as
agriculture, transportation, financial technology, education, energy, healthcare and
manufacturing. However, potential risks associated with a lack of trustworthiness may affect
the adoption and widespread use of Al. Al-based applications can have an impact on
multiple stakeholders, including individuals, organizations and society as a whole.

The impact of Al use can change over time, in some cases due to the characteristics
of the data used or changes in the regulatory environment. Stakeholders should be informed
of the specific nature of their roles and the extent of their responsibilities. While detailed
descriptions of issues in relevant standards are intended for technical specialists, this
standard describes the lifecycle context of an Al-based application at a high level to facilitate
mutual understanding among different stakeholders, stakeholder engagement and societal
acceptance of Al technology.

This standard provides guidance on Al-based applications, reflecting the various
perspectives of all stakeholders at a high level. The standard covers the “development”,
“‘use” and “impact” perspectives of Al and addresses both functional and non-functional
characteristics, such as Al trustworthiness and risk management. This guidance can be used
by standards developers, application developers and other stakeholders to address
questions concerning the characteristics of Al-based applications and other issues requiring
consideration.

Stakeholders are identified at different stages of the Al system lifecycle, their roles
and responsibilities are defined, and the processes to be carried out at subsequent stages
are illustrated to ensure that stakeholder involvement is aligned with their respective roles.
Stakeholders may have different levels of professional knowledge and experience. Since
Al-based applications can differ from software products that do not use Al due to the
capabilities of Al for continuous evolution and the need to consider trustworthiness, all
stakeholders should be aware of the specific characteristics of Al.

This standard includes:

general provisions, goals and objectives (Clause 4);
a methodology for identifying stakeholders, the context of use, and the functional and
non-functional characteristics of Al-based applications (Clause 5);

e fundamental approaches to addressing questions concerning the characteristics of
Al-based applications and aspects requiring consideration (Clause 6);

e guidance for Al-based applications from the perspectives of “development”,
“impact” (Clause 7).

use” and
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1 Scope

This standard provides guidance for identifying the context, opportunities and processes for
developing and applying artificial intelligence (Al) applications. This standard provides a
macro-level view of the Al application context, stakeholders and their roles, their relationship
to the system life cycle, as well as common Al application characteristics and considerations.

2 Normative references

The following document is referred to in the text in such a way that some or all of its content
constitutes requirements of this standard. For dated references, only the edition cited
applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 22989:2022, Information technology — Atrtificial intelligence — Artificial intelligence
concepts and terminology.

3 Terms and definitions

For the purposes of this standard, the terms and definitions given in ISO/IEC 22989:2022
and the following apply.
NOTE ISO and IEC maintain terminological databases for use in standardization at the
following addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online Browsing Platform: available at https://www.iso.org/obp

3.1 artificial intelligence application; Al application

Use of Al technology with specified functional characteristics to achieve an intended
outcome within a context defined by a stakeholder.

3.2 cloud service
One or more capabilities offered via cloud computing (3.6), invoked using a defined
interface.
Note 1 to entry: Adapted from ISO/IEC 22123-1:2023, 3.1.2.

3.3 private cloud

Cloud deployment model (3.5) where cloud services (3.2) are used exclusively by a single
cloud service customer (3.4), and resources are controlled by that cloud service customer.

Official edition
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NOTE Taken from ISO/IEC 22123-1:2023, 3.2.4.

3.4 cloud service customer
Party that has a business relationship for the purpose of using cloud services (3.2).

Notes to entry:
1. A business relationship does not necessarily imply financial arrangements.
2. Adapted from ISO/IEC 22123-1:2023, 3.3.2 — “acting in a cloud service customer
role” has been changed to “having a business relationship for the purpose of using
cloud services”, and Note 1 to entry has been added.

3.5 cloud deployment model

Way in which cloud computing (3.6) can be organized based on the control and sharing of
physical or virtual resources.

Notes to entry:

1. Examples of cloud deployment models include community cloud, hybrid cloud,
private cloud and public cloud.
2. Taken from ISO/IEC 22123-1:2023, 3.2.1.

3.6 cloud computing

Paradigm for enabling network access to a scalable and elastic pool of shareable physical or
virtual resources with self-service provisioning and administration on-demand.

Notes to entry:

1. Examples of resources include servers, operating systems, networks, software,
applications and storage equipment.
2. Adapted from ISO/IEC 22123-1:2023, 3.1.1 — Note 2 to entry has been deleted.

4 Goals and objectives

This standard addresses the characteristics and other aspects and factors that require
consideration in relation to Al-based applications. It provides a basis for mutual
understanding among stakeholders, facilitating communication, engagement, and the overall
acceptance and approval of Al technologies.
This standard identifies:
e the context of an Al-based application in terms of “who” (stakeholders), “what”,
‘when”, “where”, “why” and “how” (for the different stages of the Al lifecycle);
e stakeholders, including developers, providers, Al producers, customers (clients),
partners, users, data providers, the community and relevant government authorities;
e typical functional and non-functional characteristics and aspects requiring
consideration when analysing Al-based applications.
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5 Context of use of the Al system

5.1 Defining the approach to the context of use of the Al system

This clause describes an approach to defining the context of use of an Al system. The
stages of the Al system life cycle are considered in accordance with ISO/IEC 22989:2022
(Clause 6) and ISO/IEC 5338 [1]. At each stage, stakeholders, processes and relationships
are identified in terms of the following aspects:

“who” — stakeholders (e.g. organizations, individuals or groups of individuals)
associated with the given context, whose interests and values can be taken into
account and whose concerns can be addressed

“what” — activities associated with the context of Al use, such as:
o capabilities of the Al system and its application;
o types of decisions supported by the application;

“how” — specific methods within a particular context, such as:

o the degree of human involvement in decision-making (e.g. autonomous or
semi-autonomous processes);

o the Al system acting as a supplementary tool (e.g. decision support,
human-Al system interaction);
algorithmic processes;
data sources, data collection and data provision;
deployment of the system as a product or service;

“when” — the time-related aspect associated with the given context, i.e. a particular
process at a specific stage of the Al system life cycle, or the point in time at which a
process is activated, such as the frequency of use. This depends on the context
defined by the “what” aspect;

“where” — the location associated with the context, i.e. where the Al-based
application is used: within an organization (e.g. in business processes) or outside an
organization (e.g. in customer-facing operations); the mode of application
deployment (e.g. on-premises, as a cloud service or through third parties);

“why” — external reasons and motivations associated with the given context, i.e. the
value proposition for the “who” aspect, including customers, users and society as a
whole, as well as the rationale for the application, its objectives, benefits, limitations
and impact on economic, social and other areas.
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5.2 Context of use of the Al system

Figure 1 illustrates a typical context of Al use, showing stakeholders, processes and their
relationships with the different stages of the Al system life cycle.
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Figure 1 — Typical Al application context

Other stakeholders include members of society who are not involved in the development or
use of an Al application but are affected by its use, as well as regulatory and legislative
authorities that influence its deployment. Relationships between stakeholders include

communication and the exchange of views.

Organizational boundaries are used to distinguish what falls within the scope of the producer
organization's responsibilities and what lies outside those boundaries (e.g. before and after
deployment). In some cases, an Al application provider can be part of the producer
organization while performing an external role. The three characteristics of Al applications

(see 5.4) are also illustrated in Figure 1.
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5.3 Stakeholders and processes
5.3.1 General

Figure 1 illustrates the relationships between stakeholders (the “who” aspect), their roles (the

“‘what”, “where” and “when” aspects), and the processes (the “what” aspect) used (the “how”
aspect).

Figure 1 also illustrates that producers, consumers, regulatory authorities and society (the
“‘who” aspect) are guided by value considerations (the “why” aspect) within the given context.
5.3.2 Stakeholders involved in Al use

5.3.2.1 General

The stakeholders involved in Al use described in this subclause perform one or more roles
(primary or secondary) at different stages of the Al system life cycle. Stakeholder
designations are associated with their primary or secondary roles in accordance with
ISO/IEC 22989:2022 (5.19).

5.3.2.2 Al producer

An Al producer (the “who” aspect) is an organization or entity that designs, creates, tests
and deploys products or provides services using one or more Al systems. The Al producer
assumes these roles in accordance with the organization's objectives (the “why” aspect, e.g.
generating profit or creating added value for customers). These roles span all stages of the
Al system life cycle (the “when” aspect), including decisions on design, project termination
and system decommissioning.

5.3.2.3 Al developer

An Al developer is an organization or entity that develops Al-based products or services for
a producer. Its roles include Al model and system design, development, implementation,
verification and validation (the “what” aspect) during the pre-deployment stage of the system
life cycle (the “when” aspect).

An individual developer may be employed by the producer organization, work under contract
or act as a partner.

5.3.2.4 Al customer

An Al customer is an organization or entity that uses a product or service directly in its own
operations or acts as a provider to users. A business relationship exists between the Al
application provider (see 5.3.2.6) and the customer using the application, for example,
through the purchase of a product or a subscription to services.

The role of customers is related to the Al system life cycle (the “when” aspect), as customers
generate demand, realize value and support the viability of a particular Al product (the “why”
aspect). Customers are often consulted during the preliminary design stage to establish
product requirements. They also participate in verification and validation, system
deployment, operation and monitoring, and system decommissioning.

An Al customer or Al user (see 5.3.2.5) may be part of the Al application provider's
organization (e.g. an organizational unit responsible for a business function) or may have an
indirect relationship with the provider as an external user, for example, when the provider
delivers services to a third party (the “where” aspect).
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5.3.2.5 Al user

An Al user is an organization or individual that uses Al-based products or services. An Al
user may be an individual member of a community (the “who” aspect) or a representative of
an organization or customer company.

A customer may also be a user. An Al user does not necessarily have to be a customer,
meaning that a business relationship with the Al provider (see 5.3.2.6) is not required.

The role of an Al user is typically associated with the operation and monitoring stages of the
Al system life cycle (the “when” aspect), during which value is derived from the use of an Al
product or service (the “why” aspect).

Other stakeholders whose interests are affected at the early stages of the system life cycle
should identify relevant risks from the perspective of regulatory authorities and find solutions
to avoid obstacles to achieving the intended objectives.

Al-based applications may be deployed in jurisdictions with different regulations concerning
the collection, use and processing of data.

A legislative authority (the “who” aspect) is a governing body within a particular jurisdiction
where an Al-based application is deployed and operated. This authority establishes the legal
rules governing the use of Al technology.

5.3.4 Processes

5.3.4.1 General

A process is a function or activity that transforms specified inputs into outputs of a defined
type. From the perspective of an Al-based application, the processes described in this
subclause involve input data (the “what” aspect), which are transformed (the “how” aspect)
by an Al system into its capabilities (the “what” aspect).

These capabilities are implemented (the “how” and “where” aspects) in an Al-based
application (the “what” aspect) as a supplementary tool to support decision-making by the
user (the “what”, “how” and “when” aspects).

5.3.4.2 Al system

An Al system is an engineered system designed, developed, verified and validated by an Al
producer to perform specific functions, such as reasoning and decision-making, in
accordance with ISO/IEC 22989:2022.

These functions define “what an Al system can do”, i.e. the capabilities of the Al system.
How these capabilities are achieved depends on the configuration and structure of the Al
model (see 5.3.4.3) and the type of activity for which it is intended, such as computer vision,
image recognition, natural language processing, machine translation, speech synthesis, data
mining and planning.

5.3.4.3 Al model and its development

An Al model is a mathematical representation of a process (the “what” aspect) that forms the
basis of an Al system (see 5.3.4.2).

An Al model can be developed using various technologies, such as neural networks,
decision trees, Bayesian networks, logical propositions and ontologies. These models are
used to make predictions or compute decisions in order to perform Al system functions in
accordance with ISO/IEC 22989:2022, 8.3.
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The data required for model development can be processed through machine learning by
applying an algorithm to prepared data (the “how” aspect). The required data are obtained
from sources relevant to the specific domain and decision-making environment of the
Al-based application (see 5.3.4.4).

Alternatively, information can be derived from accumulated human declarative or procedural
knowledge, and human expertise can be used in logic programming and rule-based expert
systems to perform reasoning (the “how” aspect) (see ISO/IEC 23053:2022, 7.1 [13]).
5.3.4.4 Al-based application

The capabilities of an Al system are applied within a specific decision-making environment
and application domain, including agriculture, transportation, financial technology, education,
energy, healthcare, manufacturing and many other sectors.

Such an application may also include non-Al-related characteristics and features designed to
a specific customer in order to meet the requirements of a particular system and the needs
of customers or users. The provider integrates the capabilities of an Al system into an
application that can be deployed in a specific environment, where the application, in turn,
demonstrates its unique capabilities.

The Al application provider may deploy the application as a product or service. Information
on the levels of automation of Al-based applications is provided in 5.3.4.6 and ISO/IEC
22989:2022 (5.13).

One example is an Al system with natural language recognition capabilities combined with
dialogue generation and sentiment analysis capabilities, resulting in a chatbot deployed as a
cloud service to interact with users online (see the use case in A.3).

Another example is an Al system with image recognition capabilities combined with deep
learning, used in medical diagnosis as an application that detects anomalies in images of
biological objects. For such an application, visual information is used for training and
evaluation, and is generated in accordance with the characteristics of the system and the
interface for clinical diagnostic specialists who interpret the images [3].

5.3.4.5 Al application services

Al application services are activities performed for an Al customer or user (the “how” aspect)
based on the capabilities of an Al application. Services may be deployed on-premises (e.g.
A.2) or as a cloud service (the “where” aspect) (e.g. A.3).

5.3.4.6 Al-assisted decision-making

In a typical situation, a human decision-maker considers the following factors: a set of
uncertain events, each of which may occur with a certain probability; a set of actions that can
be taken if these events occur; and a set of outcomes resulting from the actions taken and
the events that actually occur.

To reduce uncertainty in predicting events, the decision-maker may seek to obtain a more
accurate estimate of the probability of their occurrence. This can be achieved by collecting
relevant information about the environment and processing these data in the context of a
specific decision to generate predictions.

Based on these predictions and decision criteria, such as maximizing the expected value of
an outcome, the decision-maker's knowledge can be used to determine which action to take
based on the expected value of the outcome and subsequently select the most appropriate
course of action. In some cases, information from external sources is also taken into account
when making the final decision.
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An Al-based application is a tool used by a decision-maker to perform a particular task. As
shown in Figure 1, data are collected and prepared for subsequent processing by a specific
Al model (see 5.3.4.3) within a particular Al system (see 5.3.4.2). This model generates
predictions that can support the decision-making process and the selection of a course of
action.

An Al-based application is designed to operate with a certain degree of automation. In the
first scenario, the application makes a decision and executes an action without human
intervention. In the second scenario, a recommendation generated by the application is used
to supplement the knowledge and experience of a human decision-maker, who makes the
final decision and carries out the selected action.

The decision can be made according to a predetermined schedule, in response to a signal
from a sensor, or upon the occurrence of a specific event when such a decision is required
(the “when” aspect).

5.4 Functional characteristics of an Al-based application

An Al-based application differs from a non-Al application in one or more of the following
functional characteristics:

a) An Al-based application is built upon the capabilities of an Al system that uses a model to
acquire and process data without human intervention through algorithms and software. The
model is developed using supervised, unsupervised or semi-supervised machine learning, or
based on programmed rules. Information gathering for model development can also involve
processes related to the application of the information obtained;

b) An Al-based application uses optimization or inferences generated by the model to
provide improved decisions, predictions and recommendations in a timely manner to achieve
specific objectives. Additional capabilities, characteristics and unique features are typically
incorporated according to the requirements of a particular application domain or
decision-making environment, or at the request of customers or users.

The form of the optimization and inference outputs to be applied depends on the model
being developed. These outputs are used to supplement the information available to users
when making decisions, generating predictions and providing recommendations. The
application can respond and provide feedback in a changing environment, including
real-time operation;

c) An Al-based application can be updated in certain cases. The model, system and
application are improved by evaluating the results of interactions with the environment. The
results of interactions with users are evaluated using model performance indicators
(metrics), and the resulting data are subsequently used for continuous learning and
improvement.

The relationship between the three characteristics listed above and the stakeholders within
the Al application context is illustrated in Figure 1.

5.5 Non-functional characteristics of an Al-based application
5.5.1 General

The functional characteristics of an Al-based application are described in 5.4.

Stakeholders should also consider the non-functional characteristics of an Al-based
application when making decisions concerning its use. This subclause addresses
non-functional requirements specific to Al-based applications.
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5.5.2 Al system trustworthiness
5.5.2.1 General

Trustworthiness is an essential non-functional characteristic of an Al system. This means
that the system meets stakeholder expectations and that the degree to which these
expectations are met can be verified in accordance with ISO/IEC 22989:2022 (5.15), with the
system's quality characterized by dependability and reliability (see ISO/IEC TR 24028:2020

[2]).

The trustworthiness of an Al-based application encompasses the trustworthiness of the Al
system as well as additional capabilities, features and characteristics specified by the
customer.

Different stakeholder perspectives on Al system trustworthiness (its development, use and
impact) are described

in Clause 7. Detailed information on Al system trustworthiness is provided in ISO/IEC 25059
[4].

5.5.2.2 Al robustness

Al robustness is the ability of an Al system to maintain the level of performance intended by
its developers and required by its customers and users under all circumstances.

For further information on the robustness of neural networks, see ISO/IEC 22989:2022
(5.15.2), ISO/IEC TR 24029-1 [5] and ISO/IEC 24029-2 [6].

5.5.2.3 Al reliability

Al reliability is the ability of an Al system or an entity within that system to perform its
required functions under specified conditions for a specified period of time [see ISO/IEC
22989:2022 (5.15.3)].

5.5.2.4 Al system resilience

Resilience is the ability of an Al system to rapidly recover to an operational state following a
failure or disruption. Some resilient systems can continue to operate after a failure, although
with reduced capabilities [see ISO/IEC 22989:2022 (5.15.4)].

5.5.2.5 Controllability

Controllability is a property of an Al system that enables an external agent to intervene in its
operation. Controllability can be achieved by providing reliable mechanisms through which
an agent can take control of the Al system [see ISO/IEC 22989:2022 (5.15.5)].

5.5.2.6 Explainability

Explainability is a property of an Al system that enables it to provide information about the
significant factors influencing its outputs in a manner that is understandable to humans [see
ISO/IEC 22989:2022 (5.15.6)].

5.5.2.7 Predictability

Predictability is a characteristic of an Al system that enables stakeholders to make reliable
assumptions about the system's behaviour and outputs in accordance with ISO/IEC
22989:2022 (5.15.7). ISO/IEC TR 24028:2020 [2] addresses this issue from the perspective
of unpredictability.

5.5.2.8 Transparency

Transparency enables stakeholders to obtain information about the intended purpose of an
Al system and how it was developed and deployed [see ISO/IEC 22989:2022 (5.15.8)].

This includes information on objectives, limitations, definitions, assumptions, algorithms,
data sources and collection, security, privacy protection, confidentiality and the level of
automation.
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Traceability, as an element of transparency and a potential source of ethical concerns, is
addressed in ISO/IEC TR 24368:2022 [7].

5.5.2.9 Verification and validation

Verification is the confirmation that an Al system has been built correctly and meets specified
requirements.

Validation is the confirmation, through objective evidence, that the requirements for the
intended application of an Al-based application have been fulfilled [see ISO/IEC 22989:2022
(5.16)].

ISO/IEC 25059 [4] describes software engineering methods applicable to the verification and
validation of Al systems.

5.5.2.10 Al system bias and fairness

The behaviour of an Al system developed using biased data may be unfair towards
individuals or certain groups of people.

Fairness is associated with human perspectives and is based on individual and socially
accepted norms and beliefs. Unfair behaviour of an Al system can have negative, harmful
and detrimental impacts on individuals or groups of people. For further information on Al
system bias, see ISO/IEC 22989:2022 (5.15.9) and ISO/IEC TR 24027:2021 [8].

5.5.3 Risks and risk management

5.5.3.1 General

Risks, like trustworthiness, are non-functional characteristics of Al systems. Al systems, like
traditional software systems, operate in the presence of risks [9].

Risks are determined by the extent of the potential impact resulting from system failure or
abnormal behaviour and by the individuals or communities that may be adversely affected
[2].

Risks can be mitigated through risk management measures. The extent of risk management
undertaken by an organization depends on the level of aggregate risk that the organization is
willing to accept in the course of its activities.

In some cases, where the number of adverse factors is significant, addressing these factors
can become a risk management objective throughout all stages of the system life cycle.

This sub clause describes elements related to risks and risk management (see ISO/IEC
23894 [9]).

5.5.3.2 Risk management framework and process

The risk management framework intended to “assist the organization in integrating risk
management into specific activities and functions” associated with the development,
provision, offering or use of Al systems is described in ISO/IEC 23894:2023, Clause 5 [9].
Processes associated with Al-related activities and functions include the systematic
application of measures and methods for processing information to assess, address, record
and mitigate risks, as described in detail in ISO/IEC 23894:2023, Clause 6 [9].

5.5.4 Ethical and societal concerns

5.5.4.1 General

On the one hand, Al technologies have the potential to bring substantial benefits to society,
organizations and individuals. On the other hand, the use of these technologies gives rise to
potentially far-reaching ethical and societal concerns.

Ethical concerns are typically associated with the collection, processing and disclosure of
personal data, as well as bias in data used for machine learning and processed by opaque
algorithms that lack explainability (see ISO/IEC TR 24368:2022, Clauses 6 and 8 [7]).
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5.5.4.2 Ethical foundations

The ethical foundations of Al can be established on the basis of existing ethical concepts
and theories, such as virtue ethics, utilitarianism, deontology and others (see ISO/IEC TR
24368:2022 [7]).

This subclause describes an approach to defining the context of use of an Al-based
application (see ISO/IEC TR 24368:2022, 7.2 [7]).

Organizations intending to develop and use Al responsibly may consider adopting various Al
principles (see ISO/IEC TR 24368:2022, 6.2 [7]).

Key themes associated with Al principles include traceability, safety, transparency,
explainability, fairness and non-discrimination, human oversight and control, professional
responsibility, commitment to universal human values and human rights, respect for
international norms of behaviour, societal engagement in development processes, respect
for the rule of law, environmental protection and labour relations.

For further examples of developing socially acceptable Al systems, see ISO/IEC TR
24368:2022, Clause 8 [7].

5.5.4.3 Societal concerns

The use of Al technology can potentially affect numerous stakeholders within society beyond
customers and users. These stakeholders may include members of communities where Al
technology is deployed or members of future generations who will experience the impact of
Al on their quality of life, either in the physical environment or in the workplace.

An organization intending to develop and use Al has a responsibility to society to identify

relevant stakeholders and take into account the impacts of the technology (see ISO
26000:2010 [10]).

5.5.4.4 Legal and regulatory issues

Al regulation is an emerging field. Legal frameworks governing the development,
deployment and use of Al-based systems are still evolving and have not yet been fully
defined.

In some jurisdictions, regulations have been introduced to address specific aspects of Al
technologies and applications (e.g. facial recognition by law enforcement authorities), while
numerous proposals for Al regulation are being introduced and discussed.

At present, there is no coordinated and consistent regulatory framework for Al at the domain,
regional, national or international level.

6 Stakeholder perspectives and conceptual framework for Al-based applications

6.1 General

The basic Al application context described in 5.2 provides the foundation for the conceptual
framework for Al-based applications presented in this clause.

This framework can be used to address the question: “What are the characteristics and
overall considerations of an Al-based application?”
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6.2 Stakeholder perspectives

The conceptual framework for Al-based applications described in this standard incorporates
the perspectives of different stakeholder groups.

These groups have different perspectives on Al-based applications depending on their
respective intentions and objectives.

Figure 2 illustrates these perspectives at the producer, user and impact levels. An
organizational boundary is shown in Figure 2 to distinguish between different stakeholders.

The stakeholder perspectives focus on the analysis, functional characteristics and
non-functional characteristics of Al-based applications.

Al Data &
developers providers #
7z
Al F Al customers
producers /_./ and users
0/.’
Producers > Users
!‘/
re
Al application
providers
Al-based
o application
o pp
Regulatofy and
legislative : Impact Society

authorities

|:> — direction of - Al stakeholders; C] - process.

perspective;

g o = =osganizational - other stakeholders;
boundary;

Figure 2 — Stakeholder perspectives on an Al-based application
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The producer perspective represents the viewpoint of Al producers, Al developers and data
providers involved in creating an Al-based application. The Al application provider shares
this perspective to some extent, as it may play a role in both the production and deployment
of the Al-based application.

Al customers and users adopt the usage perspective, as they use the Al-based application
as a supplementary tool to support decision-making.

The societal perspective focuses on how the deployment of the application affects society.
Regulatory authorities assess the extent to which deployment complies with local legal
requirements (established by legislative authorities) and determine what legal enforcement
measures apply to a product or service in the event of non-compliance.

6.3 Al application development environment

The combined stakeholder perspectives on the Al application development environment are
illustrated in Figure 3.

Table 1 presents the producer and user perspectives on the Al application development
environment and the relationships between stakeholders. Table 2 presents the impact of Al
on stakeholders, while Table 3 presents Al characteristics and stakeholder involvement in
processes.

Perspectives Make Use Impact
Stakeholders Table 1 Table 2
Who
What

How
Context When

Where
Why

Clause

¢ Al characteristics
Non-functional

Al considerations

Clause

Al characteristics Processes Who How Clause

Table 3

Figure 3 — Al application framework as a combined view with Tables 1 to 3
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Table 1 — Producer and user perspectives on the Al application development
environment and stakeholder relationships

Perspectives Producer User
Al Data Al |Alapplication| Al Al
Stakeholders producers | providers | developers | providers | customers | users
Who [} L] L] L] L] L]
What
(see AI characteristics " g 1 X ' i
in Table 3)
How Make,use, | Make Make Make Use Use
update
Context
Design, Design, | Development, Development,
When Al stages development, | development, | operation and All tages operation and
validation and | validation and | monitoring monitoring
verification | verification
Where [ ’ ' ' ' '
Why ' ' o ' ' '
Clause 112 T3 114 715 122 122
Al characteristics | Al trustworthiness, risks and risk management
Non-
fumctional Al considerations| Ethical and societal concerns, legal and regulatory issues
Clauses 552,553,554
The symbol “+” indicates stakeholder involvement in the context of Al application use.
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Table 2 — Impact of Al on stakeholders

Perspectives Impact

Stakeholders Society Regulatory and legislative authorities
Who . .
What . .
How . .

cat | e |
Where . .
Why . .
Clause 732 733
Al characteristics Al trustworthiness, risks and risk management
Non-functional | AT considerations Ethical and societal concerns, legal and regulatory issues

Clauses 552,553,554

The symbol “ » ” indicates stakeholder involvement in the context of Al application use.

Table 3 — Al characteristics and stakeholder involvement in processes

Al characteristics Processes What How Subclause
The Al system uses a model to
acquire and process information Mode! development
. . . : and Al system i +
with or without human intervention,
development

using an algorithm or programme.

The Al system applies optimization
or logical inference from the model - 54
o decisi it Al application use
o improve decisions, predictions and decision support
or recommendations for specific

objectives.

The model, system or application
is updated and improved based on Continuous validation it +
the evaluation of interaction results.

The symbol “ +” indicates stakeholder involvement in the context of Al application use.
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7 Guidance for Al applications
7.1 General

This clause provides guidance to stakeholders to help them understand their roles and
responsibilities, as well as their perspectives when developing or using Al-based
applications or responding to the impacts of Al application use. This guidance takes into
account the functional (see 5.4) and non-functional (see 5.5) characteristics of Al-based
applications.

The guidance is formulated as a set of questions that each type of stakeholder should ask
within the scope of their roles and responsibilities, based on the perspectives illustrated in
Figure 2 and the framework presented in Table 3.

Some of these questions may provide opportunities for stakeholders to explore additional
aspects of Al applications, such as the applicability of relevant International Standards to a
particular application.

Annex A presents two use cases in which answers to some of the questions recommended
here are used to populate the Al application framework in Table 3.

7.1.1 General considerations for producers

Stakeholders adopting the producer perspective are employees of an Al producer or its
partners who design, develop, verify and validate an Al system and provide data for it. The
Al system is subsequently deployed as an application.

7.1.2 Producer perspective
An Al producer should consider at least the following:

e Who are the Al customers and users?

e Who are the Al developers? Are they qualified and experienced personnel, either
employed directly or engaged under contract?

e Who are the Al application providers, and what is their relationship with the Al
producer?

e Who are the stakeholders at each stage of the Al system life cycle [see ISO/IEC
22989:2022 (Clause 6)]? What is the Al system, and what are its capabilities?

What algorithm is used for the Al model?

What Al characteristics are used in this particular application?

What data is used to develop the Al model? What are the sources of these data?
Who are the data providers and their partners?

e What is the level of trustworthiness of the Al-based application, and what risks are
associated with it? What measures are taken to assess and mitigate these risks?
Does the organization have a risk management system in place (see [2], [9])?

e What issues (ethical and societal concerns, safety, confidentiality, privacy and other
legal and regulatory issues) arise in connection with the development and
deployment of the Al-based application? How are these issues addressed [7]?

e What tools and methods are used to evaluate the Al-based application during
deployment?

e What is the overall quality of the Al system (see [4], [5])?
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How is the Al-based application developed, used and updated? How is the Al model
trained or programmed? How robust is the Al model? When (at which stage of the Al
system life cycle) will the model structure, application and updates be analysed and
reviewed? Where is the model developed, used and updated, on-premises or using
cloud services? When (at which stage of the Al system life cycle) should the
producer be involved in reassessing the Al characteristics in the operational
environment?

Where is the application planned to be deployed (on-premises or as a cloud
service)?

Where will the application be developed? Where are the developers located? Where
are the data sources located?

At what geographical location will the application be deployed?

Why is the Al-based application being developed as a product or as a service?

What is its potential value to the Al producer and the user? What are the prospects
for using the developed application, and what is the action plan?

7.1.3 Data provider perspective
A data provider should consider at least the following:

Who is the Al producer: an employer, a partner or a customer?

What data are collected, and what are their sources? How are the data collected,
stored, processed, provided and fed into the Al model (for data used in machine
learning, see ISO/IEC 5259-4' [14])? Is a data management system used (see
ISO/IEC 5259-32 [15])?

In what geographical or other domain are the data collected? What limitations might
apply to a model developed using these data?

What limitations arise from the sources and inherent characteristics of the data
selected for training?

How is the quality of the collected data measured and validated (see ISO/IEC
5259-2° [11])? What issues are associated with data trustworthiness and ensuring
that the data are free from bias? What measures are taken to assess and mitigate
these issues (see ISO/IEC TR 24028:2020 [2] and ISO/IEC TR 24027:2021 [8])?
How are data collected, validated and used to update the Al model during its
operation and maintenance? How are the collected data protected and used in
accordance with internal policies and data sovereignty requirements?

When (at which stages of the Al system life cycle) should data accessibility and
quality be reviewed?

Where are the data sources located? Where will the data be processed (on-premises
or using a cloud service)? In which geographical location?

Why are these specific data required for the context of use of the Al-based
application?

7.1.4 Al developer perspective
An Al developer should consider at least the following:

Who are the Al user, data provider and Al producer?

What is the relationship between the Al developer and the Al producer? Is the Al
developer an employee or a contractor?

What level of qualifications and experience is required for Al developers?

* Under development. Stage at the time of publication: ISO/IEC DIS 5259-4:2023.
2 Under development. Stage at the time of publication: ISO/IEC DIS 5259-3:2023.
3 Under development. Stage at the time of publication: ISO/IEC DIS 5259-2:2023.
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What Al model is used, trained or programmed? How is the Al model designed,
developed, validated and verified within the functional characteristics of the Al
system?

What processes are involved?

What are the technical and system requirements for deploying the Al system as an
accessible application?

What algorithms are used to process the data? What are the data quality criteria?
What are the criteria for the quality of output information? What are the validation and
verification criteria? What are the criteria for updating the model?

How are the data preprocessed? How is their quality determined?

How is the algorithm selected? How are the model requirements adapted?

When (at which stages of the Al system life cycle) are the context of use and system
requirements evaluated?

Where can the Al-based application be deployed (on-premises or as a cloud
service)?

Why is the application developed as a product or service? Why is a particular model
used?

7.1.5 Al application provider perspective

An Al application provider should consider at least the following questions:

Who are the Al customers and users, and how do they use the application?

What is the relationship between the Al producer and the provider? Is it an
employer—employee relationship or a partnership?

What are the Al characteristics of the application? What are its capabilities,
computing capacity, performance and limitations?

What are the technical and system requirements for customers and users to access
and use the application? What recovery measures are in place in the event of a
failure?

What operational performance data are available for the application, and how are
these data monitored?

What impact does the Al-based application have on customers, users and society as
a whole?

How is the Al-based application developed, used and updated? How is the Al model
trained or programmed? How robust is the Al model [5], [6]?

When (at which stage of the Al system life cycle) will the model structure, application
and updates be reviewed and analysed? Where is the model developed, used and
updated — on-premises or using cloud services? When (at which stage of the Al
system life cycle) should the producer be involved in reassessing the Al
characteristics in the operational environment?

How are risks managed during application deployment?

When (at which stage of the Al system life cycle) are the operating environment and
requirements evaluated?

Are there any restrictions on the use of the application, including recommended,
permitted and responsible use? Are these restrictions legal requirements
incorporated into the software licence?

Where will the application be deployed? What legal requirements apply to the
functional and non-functional characteristics of the application's domain of use?
Which authorities are responsible for regulatory oversight?

Why is the application developed as a product or service?
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7.2 Use perspective

7.2.1 General

Stakeholders adopting the use perspective are Al customers and users who use an
Al-based application as a tool to optimize the decision-making process (see 5.3.4.6).

7.2.2 Al customer and user perspective
An Al customer or user should consider at least the following:

e What is the relationship between the Al application provider and the Al customer or
user?

e What restrictions apply to Al customers and users (as members of society) when
using the application? What are the implications of using the application within an
organization from a governance perspective (see ISO/IEC 38507:2022 [12])?

e What data are collected when using the Al-based application, and how are these
data used (for machine learning, see [11])? What data governance principles have
been adopted? Are the data fed back into the Al model for continuous learning and
improvement?

e What is the level of trustworthiness of the Al-based application, and what risks are
associated with it? What measures are taken to assess and mitigate these risks?
Does the organization have a risk management system in place (see [2])?

e What are the levels of transparency and explainability of the application provided by
the Al application provider?

e What ethical and societal concerns are associated with the use of the Al-based
application? How are these concerns addressed?

e What types of decision-making will be optimized through the application? What is its
level of automation? Who evaluates the effectiveness of the application, and what
metrics are used?

e How will customers and users access the application's outputs for use in the
decision-making process? How are the performance and effectiveness of the
application measured?

e When (at which stage of the Al system life cycle) are the application's operating
environment (context) and requirements evaluated? What legal requirements apply
to the deployment of the application?

e For what purposes is the Al-based application used? What are the potential benefits
and advantages of using the application?

7.3 Potential impacts of Al use
7.3.1 General

The community in which an Al-based application is deployed, as well as individual
consumers within that community, may be affected by the use of the application.

Examples include the use of applications for video surveillance, credit applications,
healthcare services, dissemination of information through social media and other purposes.
The deployment of such applications may be influenced by local regulatory authorities
exercising jurisdiction over the use of Al technology in accordance with legal requirements
established by legislative authorities.

7.3.2 Societal perspective
The community in which an Al-based application is deployed should consider at least the
following questions:
e Who are the consumers? What specific concerns do they have as members of the
community?
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What data are collected through the use of the application, and how are these data
used? What are the concerns associated with the storage of personal data?

How does the use of the Al-based application affect the community and consumers?
How is this impact measured, how frequently, and by whom? What measures does
the community take to mitigate the negative impacts of Al?

When (at which stage of the Al system life cycle) are customer feedback and
customer requirements evaluated and reviewed?

7.3.3 Regulatory and legislative authorities perspective

Regulatory and legislative authorities should consider at least the following questions:

Who are the consumers? What specific concerns do they have as members of the
community?

What is the mechanism for establishing legal requirements governing the deployment
of Al-based applications (top-down or bottom-up)? How is a particular application
used, and how does its use affect a specific community? Who is responsible for
these impacts (e.g. the provider, customer or user)?

When (at which stage of the Al system life cycle) are legal requirements evaluated
and reviewed?

Where is the application deployed? What legal requirements apply to it? How will
compliance of a particular application with the established requirements be
monitored? Who is legally liable in the event of non-compliance?

For what purposes is the Al-based application used? What are the potential benefits
of using the application? What are its potential positive or negative impacts on
society?
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Annex A
(informative)
Examples of Al application use cases

A.1 General

This annex provides two examples to demonstrate the application of this standard, taking
into account the context of use (see 5.2), stakeholders and processes (see 5.3), and Al
characteristics (see 5.4), as reflected in the overall conceptual framework for Al-based
applications (see Clause 6 and Table 3).

Some cells in Tables A.1 to A.6 are populated with answers to the questions presented in
Clause 7.

A.2 Use case of an Al-based application by Fujitsu Limited* for detecting defects in
wind turbine blades

This clause presents a use case from Fujitsu Limited involving an Al-based application that
employs a deep learning algorithm to detect defects in wind turbine blades, with the aim of
improving inspection quality and supporting decision-making during inspections.

The stakeholders, context of use and Al characteristics are presented in Tables A.1 to A.3,
taking into account the Al application framework (see 6.3).

Table A.1 — Producer perspective using the example of Fujitsu Limited

Perspectives Producer
Stakeholders Al producer Data providers Al developers Al application providers
Who Fujitsu Provider of Fujitsu Fujitsu
Limited* ultrasound scanners Limited Limited
What ; . i
o Responsible for Provides data from Develaps an Sl Ruligeslio AI e
(see Al characteristics s anffve.mstest e system with a and offers it as an
in Table A.3) trained model application
Context
How . Development, ; ) .
(see Al characteristics Creation Creation Creation

t
in Table A.3) Uendapdiite

Design, development, | Design, development,
When All stages validation and validation and
verification verification

Deployment, operation
and monitoring

4 Fujitsu™ is a trademark of Fujitsu Limited. This information is provided for the convenience of users of this

standard and does not constitute an endorsement of this product by ISO or IEC.
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Table A.1 (continued)

Perspectives Producer

Where Producer Producer Producer Customer location

The producer
should develop

a high-quality
application for the
customer, taking
Context Why into account the
purpose and
requirements of
the application
through dialogue
with the customer.

Blank cells indicate that information is not provided.

Table A.2 — User perspective and impact of Al using the example of Fujitsu Limited

Perspectives Users [mpact
Stakeholders Al customers Al users Society Begplatory anfi.
legislative authorities
For example, in the
Specialist from the ko» European Union:
: ' et Electricity company Directorate-General
Who Wind turbine technical inspection | U5 ‘dl:ld nelghlbounng for the Intemnal Mar!(etT
manufacturer department, inspection wind tul‘omc Industry, Entrepreneurship
engineer communities and SMEs, and small
Context and medium-sized
enterprises
What
How Use Use
Deployment, operation | Deployment, operation | Deployment, operation | Deployment, operation
When and monitoring and monitoring and monitoring and monitoring
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Table A.2 (continued)
Perspectives Users Impact
Customer location User location - —
Where
Defects in turbine blades | Specialists from | Residents living | A regulatory authority
during operation can lead | the technical near the wind ensures the safety
to accidents and significant| inspection power generation | of products on the basis
damage, adversely department are | facilities are of legal and regulatory
affecting the manufacturer’s| interested in concerned about | requirements for the
reputation. improving potential losses, | manufacture of large-
The manufacturer Supplieg prOdUCtiVity which may occur scale Objects such as
more than 5000 turbine | through the use | if defects in wind | turbine blades,
blades per year for onshore| 0f Al and in turbines are not | including liability
and offshore wind power enhancing the detected. for pI'OdUCt defects.
generation. efficiency of
.| application
Context For blades up to 7S m in ol 3
Why length, 6 hours of work
by an experienced
inspector are required to
evaluate the scan data
during the quality control
process.
The Al system reduces
the inspection time by

80 %, thereby lowering
costs, shortening the
production cycle and
increasing productivity.

Blank cells indicate that information is not provided.
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Table A.3 — Characteristics of the Al-based application using the example of Fujitsu Limited

Al characteristics Processes What aspect How aspect
The Al system uses a
model to obtain Transformation of raw
information and process i ; data from ultrasound
= 2 : Training phase — Deep learning and ¥ o
it with or without the T ] (US) scanning into images
; algorithmic processes | image enhancement . ;
help of a human, using using basic colours (red,
an algorithm or a green, blue)
programme
Kbt Review of data from
pplication — : ; :
; - Defect detection non-destructive testing
implementation stage : :
using US scanning
A person makes a decision
in interaction with
s the machine. The Al system
Application of
Ty ; detects 95 % of defects.
optimization or logical :
. A person inspects only
inference from the
model to improve T Decision-making at the el
e ecision-making : are highlighted by the Al
decisions, forecasts or quality control stage ghughted Oy
, system. For example,
recommendations for .
- in the absence of an
G i d echo signal from the bottom,
inclusion of foreign objects
or irregularities.
Updating and improving ?donr;or;ng;f re;u(;tsﬂ
the model, system or it 1(1)”11 EHIRE pen(zi . 'er'
application based onthe | Continuous validation | b e i the VI OLIE G HANING,
. ; image enhancement or until the introduction
assessment of interaction ;
ilis of a new manufacturing

process
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A.3 Use case of an Al-based application in LivePerson® chatbots for natural language
understanding

This clause presents a use case from LivePerson involving an Al-based application that
uses machine learning to improve the quality of human—machine dialogue through natural
language understanding (NLU), combined with contextual and domain understanding and
sentiment analysis.

The stakeholders, context of use and Al characteristics are presented in Tables A.4, A.5 and
A.6, taking into account the Al application framework (see 6.3). For a combined
representation of the framework, see Figure 3.

Table A.4 — Producer perspective using the example of LivePerson

Perspectives Producer
Stakeholders Al producer Data provider Al developers Al application providers
LivePerson, messaging
Who LivePerson Customer LivePerson and NLU processing
providers
Development
Development of ;
NLU, network chat, of Lhel.NL.U engn(;e, o
aset of development | Collection of chat | ~aPPiications an Provision of an
What tools for messaging | transcripts in chat ‘C‘:“:_?Ct centre(:j application for messaging
Context | (¢ Al characteristics applications, and messenger 'rl;:nzczf;;‘:l based on operating
in Table A.6) connectors for between people i fg . systems for mﬂn.ual .
messengers and between bots interfaces 1or | devices, and an application
(applications) and people Comggtl'\l,\r:e]ziuon offered to third parties
for third parties
d stakeholders
How Development, use Creati Creati Creati
(see Al characteristics and update reation reation reation
in Table A.6)

5

LivePerson™ is a trade mark of LivePerson, Inc. This information is provided for the convenience of users of
this standard and does not constitute an endorsement of this product by ISO or IEC.
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Table A.4 (continued)
Perspectives Producer
Design, Design, Design,
development, development, development,
S Allstages validation and validation and validation and
verification verification verification
Third-party Third-party Third-party Third-party
Where public cloud public cloud public cloud public cloud
and platform and platform and platform and platform
Engagement:
provides
opportunities
for customer
sewil;e Chat commerce
representatives The NLU should | requires specialists
Context kit meet the in a dedicated
support and requirements language model
serve customers. of customers and intent analysis.
Deploys chatbots and the industry. | Although
in cases where | Customers may | LivePerson may
Why a representative chqose to create |use the NLU of ==
or agent is not their own bot other providers,
available, or to and fully or its own NLU is
filter queries partially automate | developed based
using sentiment their conversations. | on the requests
analysis and of specific
route them to customers.
other bots or
staff members.
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Table A.5 — User perspective and impact of the Al-based application using the example
of LivePerson

Perspectives Users Impact

Regulatory and

Stakeholders Al customers Al users Society legislative authorities

For a specific sector,

for example, insurance,
banking and credit card
processing, telecommunications
and mass media, healthcare.
Depending on the application,
for example, it may be
Users and Members of | necessary to identify the Al-
networks society | based application as an
automated service.

Who Customer

Depending on confidentiality
requirements, for example,
protection of customers’
Context personal data may be required.

Distribute messages from customers

What
to people or bots

How Use Use

When | Deployment, operation and monitoring

Where | Third-party public cloud
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Perspectives Users Impact
Many industries are regulated
to protect consumers and
Large contact centres and gecisdy &5 atidla

messengers need to distribute
inquiries for customer service,
Context | Why | sales, technical support and
complaints to groups of
specialists.

Messages are compared

with voice or personal
dialogue, are recorded in writing,
allow organizations to monitor
their quality in real time,

and reveal risks, vulnerabilities
of customers, and potentially
inappropriate behaviour.

Blank cells indicate that information is not provided.

Table A.6 — Characteristics of the Al-based application using the example
of LivePerson

Al characteristics Processes

What aspect

How aspect

The Al system uses

a model to obtain
information and process
it with or without the
help of a human, using
an algorithm or

a programme

Machine learning.
NLU

Conversation builder
helps customers to
create chatbots for
their own purposes

Collection of data for
machine learning to improve
the capabilities of Al

Application of
optimization or logical
inference _from the Chatbot.
model to improve
decisions, forecasts or
recommendations for
specific purposes

Intent analysis

Communication with
users through live
interaction with
customer service
representatives.
Agents and chatbots
are integrated into
the system

Autonomous web-based
conversation with users
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Al characteristics

Processes

What aspect

How aspect

The service agent

Additional capabilities

Enhancement of the work
of customer service

specializes in i3 the.agent ﬁlr(.)ugh representatives and agents
: analysis of user intent : o
labeling and with capabilities to serve
" statements to select .
responding : customers consistently
optimal responses ;
and effectively
Updating and improving Monitoring improvements
the model, system . in respon lity and insi
it 4 Chatbots, Feedback of training RIS ‘ty ARk
or application based : from customer dialogue,
service agents data to the model

on the assessment
of interaction results

using ranking for agents
and chatbots
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Figure A.1 illustrates the components of the LivePerson Al-based application within its
operating environment. The application uses integrated natural language processing and
sentiment analysis capabilities to conduct conversations with users through online chat.

The application also stores data from these conversations for use in machine learning as

part of the continuous improvement of the system.

Sazt:nif: < > Customers
v Web-based | /

conversation

Chatbot
application

Chatbot
application

LivePerson
conversation
cloud (private)

NLU + sentiment analysis

Conversation LivePerson
builder

Application
S integration

\‘ service
—
Al service Al service Enterprise
provider A provider B software supplier
C> — Al application; — Al as a service provider; NLU — natural language processing;
ML — machine learning;
I:l — user of Al application; I:, — Al system components; a4 :
—» — application/service flow;

D == Aldservu_:e Pfo"lllder Q — resource; —-—. — IT service provider;
and'servicetool; == 2T > _ data flow.

Figure A.1 — LivePerson — Diagram of an Al use case
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